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STATE OF NEW YORK

10500--C

| N ASSEMBLY

May 22, 2020

Introduced by COWM TTEE ON RULES -- (at request of M of A GCottfried,
Paulin, Dinowitz, Jaffee, MDonald, Galef, Sinon, Solages, Bronson,
Hunter, Niou, Zebrowski, Quart, Cruz, Ashby, Lentol, Wprin, Epstein,
Mosl ey, Abinanti, Perry, Pichardo, Blake, Englebright, Seawight,
Otiz, Reyes, L. Rosenthal, Fernandez, Sinotas, Cahill, Jacobson,
Frontus, McMahon, Smith, Thiele, Colton, Stern, Rodriguez, Dickens,
Taylor, Ois, Lupardo, Fahy, Steck, Lavine, Cymbrowitz, Wight, Ranps,

Wal ker) -- read once and referred to the Conmttee on Health --
comm ttee discharged, bill anmended, ordered reprinted as anended and
reconmtted to said conmttee -- again reported fromsaid conmittee
wi th amendments, ordered reprinted as anmended and reconmitted to said
committee -- reported and referred to the Conmittee on Rules --
commi ttee discharged, bill amended, ordered reprinted as anmended and

recommtted to said conmittee

AN ACT to anmend the public health law, in relation to the confidentiali-
ty of contact tracing information

The People of the State of New York, represented in Senate and Assem
bly, do enact as foll ows:

Section 1. Article 21 of the public health law is anmended by adding a
newtitle 8 to read as foll ows:
TITLE 8
NOVEL CORONAVI RUS, COvI D-19
Section 2180. Definitions.
2181. COVID-19 contact tracing; confidentiality.
2182. Regul ations.

8 2180. Definitions. As used in this title the followi ng terns shal
have the foll ow ng neani ngs:

1. "Contact tracing" neans case investigation and identification of
principal individuals and contact individuals.

2. "Contact tracer" and "contact tracing entity" nmeans an individua
or entity enployed by or under contract with the state, a local govern-
nent, a state or local governnental entity, or an agent thereof, to
conduct contact tracing, engage in contact tracing, or receive contact
tracing infornmation.

EXPLANATI ON- - Matter in italics (underscored) is new, matter in brackets
[-] is old lawto be onmitted.
LBD16487-13-0
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3. "Contact tracing information" neans any information that includes
or can reveal the identity of any principal individual or contact indi-
vidual, and any COVID-19-related infornation or test results, received
or collected for the purpose or in the course of contact tracing.

4. "Contact individual" neans an individual who has or may have cone

in contact with a principal individual or who has or may have been
exposed to and possibly infected with COVID-19.

5. "Principal individual" neans an individual with a confirned or
pr obabl e di agnosis of COvVID 19.

6. "COVID-19" neans infection with or the di sease caused by the severe
acute respiratory syndrone coronavirus 2 (SARS-CoV-2).

7. "lnmmgration authority" neans any entity, officer. enployee, or
gover nnent enpl oyee or agent thereof charged with or engaged in enforce-
nent of the federal Inmgration and Nationality Act. including the

United States Immngration and Custons Enforcenent or United States
Custons _and Border Protection, or any successor legislation or entity.

8. "De-identified" nmeans, in relation to contact tracing infornation,
that the information cannot identify or be nade to identify or be asso-
ciated with a particular individual, directly or indirectly and is

subject to technical safeguards and policies and procedures that prevent
re-identification. whether intentionally or unintentionally, of any
i ndi vi dual

9. "law enforcenent agent or entity" nmeans any governnental entity or
public servant, or agent, contractor or enployee thereof, authorized to
investigate, prosecute, or make an arrest for a crinminal or civil
of fense, or engaged in any such activity, but shall not nean the depart-
nent, the commissioner, a health district, a county departnent of
health, a county health conm ssioner., a |ocal board of health, a |ocal
health officer, the departnment of health and nental hygiene of the <city
of New York, or the comm ssioner of the departnent of health and nenta
hygi ene of the city of New York.

10. "Support" neans resources or services provided to an individual to
enable such individual to safely quarantine or isolate, including
grocery, neal or pharmacy delivery, laundry services, child or elder
care, pet walking, assistance with telephone, internet, or other comu-
nication services or devices, health and nental health services, |ega
services, provision of appropriate living space for individuals who
cannot isolate or gquarantine at hone, and incone replacenent. "Support"
may al so include support provided to other individuals for whom the
i ndi vi dual comonly provides those resources or services.

11. "Perm tted purpose" neans:

(a) disclosure to appropriate health care providers or their personne
for the purpose of the clinical diagnosis, care or treatnment of the
principal individual or contact individual who is the subject of the
information. where an energency exists and the individual is in inmmedi-
ate need of nedical attention and an attenpt to secure consent would
result in delay of treatnent which would increase the risk to the indi-
vidual's life or health:;

(b) facilitating a legally-authorized public health-related action, in
relation to a specified principal individual or contact individual
where and only to the extent necessary to protect the public health; or

(c) the investigation, prosecution or defense of a civil or |lega
action for a violation of this title; provided that if the use is initi-
ated by a party other than the principal individual or contact individ-
ual  who is the subject of the contact tracing information, the infornma-
tion nust be highly naterial and relevant for the purpose.
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§ 2181. COVID 19 contact tracing; confidentiality. 1. (a) Al contact
tracing infornmation shall be kept confidential by any contact tracer and
contact tracing entity, and nmay not be disclosed except as necessary to
carry out contact tracing or a permtted purpose.

(b) Where a contact tracer or contact tracing entity discloses contact
tracing information for a pernmtted purpose, the contact tracer or
contact tracing entity shall make a record of the disclosure, including
to whomit was made, which shall be part of the contact tracing infornma-
tion.

2. (a) An individual nay waive the confidentiality provided for by
this section, only by a witten, informed and voluntary waiver, in plain
| anguage and in a | anguage understandable to the individual neking the
waiver, and not part of any other docunent. The waiver shall state the
scope and limt of the waiver. If an individual lacks the capacity to
nmake a waiver, an individual authorized to consent to health care for
the individual, or the individual's legal representative, may neke the
wai ver . However, a waiver of confidentiality is not required to be
witten if it is solely for the purpose of arranging or providing
support for the individual who is the subject of the contact tracing
informati on.

(b) A waiver of confidentiality under this section shall only apply
for the purpose of arranging or providing support if the individual who
is the subject of the contact tracing information provides voluntary
infornmed consent to the arranging or providing of the support.

3. A disclosure of contact tracing infornmation authorized under this
section shall be linmted in scope as to the identity of any individual
the information to be disclosed, and the party to which disclosure may
be made, and as necessary to achi eve the purpose of the disclosure under
this section, and shall not authorize re-disclosure except as explicitly
aut horized by the terns of the waiver under this section. However, this
section does not bar disclosure of contact tracing information pertain-
ing to and identifying a principal individual or contact individual by
the individual who is identified.

4, (a) This section does not bar otherw se-|awf ul di scl osure,
possession or use of contact tracing information, including aggregate
contact tracing information, that is de-identified. Di scl osure

possession or use under this subdivision shall only be for a public
health or public health research purpose.

(b) A person or entity may only possess or use de-identified contact
tracing information if the person or entity maintains technical safe-
guards and policies and procedures that prevent re-identification,
whether intentional or unintentional, of any individual, as may be
required by the conm ssioner (or the New York city conmmissioner of
health and nental hygiene in the case of contact tracing information
collected by or under authority of the New York <city departnent of
health and nental hygiene or the New York city health and hospitals
corporation). The conmi ssioner (or the New York city conm ssioner as
the case may be) shall require safequards olicies and procedures under
this paragraph as the comm ssioner deens practicable.

(c) Disclosure, possession and use of de-identified contact tracing
information under this subdivision shall be only pursuant to approval by
the conm ssioner (or the New York city comm ssioner of health and nental
hygiene in the case of contact tracing infornmation collected by or under
authority of the New York city departnent of health and nental hygi ene
or the New York city health and hospitals corporation) specifying the

pur pose, nature and scope of the disclosure, possession and use and
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neasures to ensure that it will conply with this section and the terns
of the approval.

5. No law enforcenent agent or entity or inmmgration authority shal
be a contact tracer or contact tracing entity or engage in contact trac-
ing. This subdivision does not bar an individual who is associated with
a law enforcenent entity or immgration authority fromacting only as a
principal individual or contact individual.

6. No contact tracer or contact tracing entity nay provide contact
tracing information to a | aw enforcenent agent or entity or imrigration
authority. Wthout consent wunder subdivision two of this section
contact tracing information and any evidence derived therefromshall not
be subject to or provided in response to any |legal process or be adnis-
sible for any purpose in any judicial or admnistrative action or
proceedi ng. However, this subdivision does not restrict providing infor-
mation, relating to a specified principal individual or contact individ-
ual, where and only to the extent necessary for a pernitted purpose.

7. (a) The conmissioner (or the New York city comm ssioner of health
and nental hygiene in the case of contact tracing information collected
by or under authority of the New York city departnent of health and
nental hygiene or the New York city health and hospitals corporation)
shall make regulations to require that contact tracing information
possessed, used or under the control of a contact tracer or contact
tracing entity shall be subject to technical safeguards and policies and

procedures for storage, transm ssion, use and protection of the inforna-
tion. The requlations shall prevent possession, use or disclosure of

the contact tracing information not permtted by this title, and shal
be at least as or nore protective than the safeguards, policies and
procedures the conmi ssioner (or the New York city commissioner as the
case may be) provides for other confidential informtion.

(b) This paragraph applies where contact tracing information is
possessed or controlled by a contact tracer or contact tracing entity
that is a non-governnental individual or entity enployed by or under
contract with a governnental entity, or an agent thereof. Wthin thirty
days of collecting or receiving the contact tracing information, the
non-governnental individual or entity shall (i) renpve infornmation from
its possession or control and deliver it to the appropriate governnenta
contact tracing entity, retaining no copy of it; (ii) expunge the infor-
mation fromits possession or control; or (iii) de-identify the inforna-
tion. However., the expungenent or de-identification of particular
contact tracing information may be postponed for up to fifteen days
while the contact tracer or contact tracing entity is actively engaged
in contact tracing using that infornmation, provided that the principa
individual or contact individual to whom it pertains gives voluntary
informed consent. The disclosure, possession and use of the de-identi-
fied contact tracing information shall be subject to subdivision four of
this section.

8§ 2182. Regul ations. The conmmi ssioner shall nmake reqgulations inple-
nenting this title.

8§ 2. This act shall take effect inmmediately.




